CADMUS COMMUNICATIONS CORPORATION

ELECTRONIC SYSTEMS POLICY
PLEASE READ THIS ELECTRONIC SYSTEMS POLICY CAREFULLY.  IT ESTABLISHES THE RULES AND PROCEDURES WHICH GOVERN THE USE OF CADMUS’ COMPUTER, ELECTRONIC MAIL, INTERNET ACCESS AND OTHER ONLINE AND ELECTRONIC SYSTEMS BY CADMUS OFFICERS AND EMPLOYEES.

Section 1

GENERAL

The objective of this Electronic Systems Policy is to establish rules and procedures to govern the use of Cadmus’ computer, electronic mail, internet access and other online and electronic systems (the “Systems”) by the officers and employees of Cadmus Communications Corporation and its direct and indirect subsidiaries (“Cadmus” or the “Company”).  All Cadmus associates will receive a copy of this Electronic Systems Policy, and it is the responsibility of each Cadmus associate to read and understand this Electronic Systems Policy and to comply with its terms.

Section 2

OWNERSHIP AND USE

Cadmus provides the Systems and individual System accounts to Cadmus associates to assist them in the performance of their jobs.  The Systems, all individual System accounts and all documents and messages (including personal documents and messages) created, sent, received, retrieved and/or stored on any of the Systems are the property of the Company.


As a general rule, the Systems should be used for appropriate Company business purposes only.  Incidental personal use of the Systems is permitted, however, as long as such personal use does not involve a significant amount of time or resources, is not otherwise excessive and does not violate any provision of this Electronic Systems Policy.  The Company reserves the right to determine whether an associate’s personal use of any of the Systems involves a significant amount of time or resources, is excessive or violates this Electronic Systems Policy.

Section 3

MONITORING AND DISCLOSURE

As the owner and operator of the Systems, the Company (through authorized associates and representatives) has the right -- but not the duty -- to monitor, access and review the Systems, individual System accounts and documents and messages (including personal documents and messages) created, sent, received, retrieved and/or stored on the Systems.  Monitoring may be conducted systematically or at random.  The Company may conduct such monitoring of the Systems for any business reason, including, without limitation, to monitor usage patterns, to detect associate wrongdoing or misconduct (including violations of this Electronic Systems Policy), to protect system security, to comply with contractual or legal obligations, to advance other Company goals or policies or otherwise to protect the rights or property of the Company.


In addition, the Company has the right to disclose to any Cadmus or non‑Cadmus entity or to any Cadmus associate or third person any documents and messages created, sent, received, retrieved and/or stored on any of the Systems.  The Company may disclose any such documents and messages for any business reason, including, without limitation, to comply with contractual obligations, discovery demands or other legal process or obligations, to advance other Company goals or policies or otherwise to protect the rights or property of the Company.

Section 4

NO RIGHT OF PRIVACY

BECAUSE THE COMPANY HAS THE RIGHT TO MONITOR, ACCESS, REVIEW AND DISCLOSE INDIVIDUAL SYSTEM ACCOUNTS AND ANY AND ALL DOCUMENTS AND MESSAGES (INCLUDING PERSONAL DOCUMENTS AND MESSAGES), NO CADMUS ASSOCIATE SHOULD HAVE ANY EXPECTATION OF PRIVACY WITH RESPECT TO ANY MESSAGE CREATED, SENT, RECEIVED, RETRIEVED AND/OR STORED ON ANY OF THE SYSTEMS.

Section 5

PROHIBITED USES

No Cadmus associate may use any of the Systems to create, send, retrieve or store any obscene, profane, vulgar or pornographic document, message or materials, and the Company reserves the absolute right to block access to certain Internet sites the Company deems inappropriate in its sole discretion.


No Cadmus associate may use any of the Systems to create, send, retrieve or store any harassing, threatening or defamatory document, message or materials or any other document, message or materials which are otherwise offensive or inappropriate.


No Cadmus associate may use any of the Systems to conduct any non‑Company business for profit or to distribute non‑Company advertisements, solicitations or promotions.


No Cadmus associate may use any of the Systems to perpetrate a fraud or otherwise to engage in illegal or wrongful conduct.


No Cadmus associate may use any of the Systems in a way that would infringe or violate the copyright or other intellectual property rights of any entity or person.  Copyrighted and other protected materials may include pictures, video and sound in addition to text.


No Cadmus associate may use any of the Systems to download software unless authorized by Cadmus Information Technology and unless the software is properly licensed and is checked for computer viruses in accordance with applicable Company policies.


No Cadmus associate may send or forward any document or message over any of the Systems under another Cadmus associate’s name, under a fictitious name or anonymously.


No Cadmus associate may create, retrieve, send, forward or otherwise distribute any mass e-mail or “chain letter” or similar document or message over any of the Systems, and the Company reserves the absolute right to take all legal and technical steps available to the Company to prevent any such documents or messages from entering, utilizing or remaining within any of the Systems.


No Cadmus associate may create or send any document or message over any of the Systems using or containing any invalid or forged headers, invalid or nonexisting domain name or other deceptive or misleading address.

Section 6

CONDUCTING BUSINESS; PRECAUTIONS

Cadmus associates should use the same care and discretion in preparing e‑mail and other electronic documents and messages as they would use in preparing any other written business communication.  Associates should assume that the Company will be required to disclose e‑mail or other electronic documents and messages to non‑Cadmus entities and third persons in the event of a business dispute or litigation.  Associates should be aware that e‑mail and other electronic documents and messages may actually be more permanent than other forms of written communication and may continue to exist on the Systems even after they have been deleted from an individual computer or System account.


Cadmus associates should also be aware that messages sent by e‑mail or other electronic means, whether to persons within the Company or to customers or other persons outside the Company, are not secure and have the potential to be intercepted.  As a result, associates should not as a general rule send confidential or other sensitive information by e‑mail.


In addition, Cadmus associates should take appropriate precautions before sending by e‑mail or other electronic means, documents, messages or other information which may be protected by the attorney‑client privilege.  Sending privileged material to too many persons or to the wrong person(s) could result in an inadvertent waiver of the Company’s attorney‑client privilege.

Section 7

MISCELLANEOUS

Cadmus associates may not access or otherwise use a System account assigned to another associate to create, send, receive or review messages.  The only exceptions to this policy are those situations in which an administrative assistant has responsibility for checking his/her immediate supervisor’s e‑mail or in which an associate has authorized another associate to check his/her e‑mail during leave time.


Cadmus associates may not use any encryption software to encrypt any System document or message unless specifically authorized by Cadmus Information Technology and unless the encryption software is approved by Cadmus Information Technology.


No delay or failure on the part of Cadmus to enforce any provision of this Electronic Systems Policy in any given instance will constitute a waiver of such provision or limit or otherwise affect Cadmus’ ability to enforce such provision or any other provision of this Electronic Systems Policy in any other instance.


This Electronic Systems Policy applies to all officers and employees of Cadmus Communications Corporation and its direct and indirect subsidiaries.  All associates are urged to discuss any questions they have concerning this Electronic Systems Policy with their supervisor.


Any associate who receives a document or message which violates this Electronic Systems Policy or who otherwise becomes aware of a violation of this Electronic Systems Policy should report the incident to his/her supervisor who in turn should report the incident to Cadmus Information Technology.


Associates who violate this Electronic Systems Policy will be subject to disciplinary action, up to and including termination and/or legal action.


Cadmus may from time to time provide System accounts or otherwise make the Systems available to certain consultants and vendors to Cadmus.  Any use of the Systems by any such consultant or vendor is subject to all of the terms of this Electronic Systems Policy.  Cadmus reserves the right to require - as a condition to the use of any System by a consultant or vendor - that the consultant or vendor sign an agreement acceptable to Cadmus in which the consultant or vendor acknowledges the obligation of the consultant or vendor (and its employees, representatives and agents) to comply with the terms of this Electronic Systems Policy and agrees to indemnify Cadmus for any losses or damages it may incur as a result of a violation of this Electronic Systems Policy by the consultant or vendor or its employee, representative or agent.

#390306
ACKNOWLEDGMENT OF ELECTRONIC SYSTEMS POLICY


I, ________________________________________________, hereby acknowledge that I have read and understand the foregoing Electronic Systems Policy on the use of the Company’s computer, e‑mail, internet access and other online and electronic systems (the “Systems”) and that I agree to comply with the foregoing Electronic Systems Policy as a condition of employment (or continued employment) with Cadmus Communications Corporation or one of its direct or indirect subsidiaries (the “Company”).  I consent to the Company monitoring the Systems and monitoring, reviewing and disclosing documents and messages (including personal documents and messages) as provided in the Electronic Systems Policy, and I agree that I have no expectation of privacy with respect to any documents or messages created, sent, received, retrieved or stored on any of the Systems.

Date:





Employee Signature


Name (Printed)
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