














TO:	TOM FOWLKES 			LOIS CLARKE


WAYNE BELL			JIM TATE


BILL PALMER			DAVID WAMPLER


MIKE PEAYS			MURRAY LAW


MARK LAYTON





FROM:  ALEC PALMER





RE:  INTERNET ACCESS AND USE POLICY





DATE:  FEBRUARY 29, 1996





In response to a request from Jim McGlothlin I have prepared a corporate policy document related to Internet access.  Jim is extremely concerned and rightfully so, that Internet privileges are not abused.  Therefore, this memo and the attached policy document is being sent to the Corporate Executive Committee and each subsidiary president to help ensure compliance.  Please relay this information to the appropriate people in your respective organizations.  The attached policy document will cover the following topics.





Section 1:   I will provide a simple explanation about the Internet.


Section 2:   I will discuss some of the pros and cons about the Internet.


Section 3:   I will review potential training plans for each subsidiary.


Section 4:   I will provide an outline of the approval process to access the Internet.


Section 5:   I will explain the “Internet use policy”. 





If anyone has any questions regarding any of these issues please don’t hesitate to give me a call.  I will contact each of you to set up a time to visit your subsidiary to start on this education process.  I would like to thank Wayne, Tom and Lois for their review of this document and their respective suggestions.











Cc:	Jim McGlothlin


	Kenny Dockery


	Van Hamlin
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SECTION 1





THE INTERNET A BRIEF EXPLANATION





I am sure everyone has heard about the Internet and various online services, like America Online, CompuServe and Prodigy.  The technology surrounding the Internet is powerful and easy to use.  I have attached a glossary at the end of this document for your information.  I believe it will help you understand some of the terms I will reference in the next few sections.





The Internet is basically a network of thousands of networks and has positioned itself as the communication and information highway of tomorrow.  The World Wide Web (WWW) is not to be confused with the Internet.  The WWW is a graphical way of presenting information on the Internet using such tools as Hypertext markup language.  When someone has access to the Internet the have access to any information they want, good or bad.  A wealth of knowledge can easily be placed at your fingertips. 





There is no question that the next great technical revolution will be the Internet and how it grows into the Information Highway.  Industry experts have indicated the impact of this information revolution  will be greater than the influence the PC has had on our lives.  It will change our lives in more ways than  we can ever imagine.





The true benefit of the Internet may be two fold.  First, the technology that results from the Internet will have a much greater impact on how we do business than we can presently comprehend.  The second benefit is the information we can obtain on the Internet and how it can be applied to our daily business needs.  Over the next 12-24 months the Internet itself will become more powerful and more applicable to meeting business requirements.





I have described below a simplified explanation of two basic ways to access the Internet. 





Predefined content providers:  A good example of this service would be America Online.  They have a very impressive menu system that makes it easy to find what you want.  As soon as you sign on, you have easy access to news, financial information, business research, and hundreds of publications.  Everything is predefined and easy to find.  An Internet gateway is also provided for easy access to the Internet.  These services also make it easy to sign up, track billing content and send E-mail.  





Local Internet provider:  This type of service is usually provided by a local company that provides basically two things.  First, access to the Internet via modem or a direct connection and second, E-mail service.  Most local service providers do not provide the same kind of easy to use interface that America Online provides.  You have to rely more on search engines to find what you need.





Each type of service listed above allows you various methods of connecting to their service.  To simplify, there are basically two methods of access, by modem or a direct connection.  Connecting by modem gives you access speeds up to 28.8.  Using the direct connection method you could lease a data line from a company like Sprint or AT&T.  This would give you an open pipeline to the Internet at much higher speeds than a 28.8 modem.  Cable modems will be available around the middle of the year.  This access speed could be at least 1000 times faster than a 28.8 modem.
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SECTION 2





THE INTERNET PROS AND CONS








PROS:  If you can think of a topic you can probably find it on the Internet.





	Stock market				


Court decisions


	Wall Street Journal			


Federal legislation


	USA Today


	Newswire services			


US code


Canadian government


Federal agencies


	Online financial services		


Virginia State legislation 


	Oil and Gas pricing			


Coal information		


	Company acquisitions		


SEC information	


	Check on competitors		


Industry specific research


	Tax legislation


	





CONS:  You can waste a lot of time.





	Research areas of personal interest not related to company business.	


	Without proper training, time can be wasted looking for information.


	Research just for the fun of it.


It can become addictive.


	Can become easily distracted from the original search of information.


	Objectionable material can be easily accessed. 


	E-mail can be abused by sending personal messages.
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SECTION 3





INTERNET TRAINING





Part of the strategy of allowing employees access to the Internet is helping them prepare for the 21st Century by providing them access to the tools they can use that will be beneficial to the company.  If used properly the benefits can outweigh negative aspects of the Internet.  To ensure it will be properly used, training is critical.





I plan on traveling to each subsidiary over this calendar year and provide some education on the Internet to ensure that individually and collectively we are using it in the proper manner.





My training objective will be three fold.  First, demonstrate how we can access critical information from around the World as it relates to our business needs. I will have some recommendations at each training session that will be specific to each individual business.  Second, show how businesses can advertise on the Web. Third, I will also discuss how this technology can be applied internally.  “The Intranet” can be a foundation for our internal information strategy and related executive information systems.





Some of the topics that will be covered are listed below:





 Explain what the Internet is and how it works.


 Review a brief history of the Internet.


 Show the historical and projected growth of the Internet. 


 Provide an understanding of Internet terms.


 Discuss the difference between national and local online service providers.


 Explain how businesses can use the Net to access business information.


 Show how you can use the Internet to send E-mail anywhere in the world.


 Review how a business can advertise and have a presence on the Internet.


 Discuss security issues.


 Review the potential cost of accessing the Internet.


 Briefly discuss some policy issues that would need to be addressed.


 Have an actual online interactive Internet demo specific to your needs.
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SECTION 4





INTERNET ACCESS - APPROVAL PROCESS





In order to obtain access to the Internet or any online service at work the following steps must be followed.  Points 1-3 refer to company level approval.  Points 4-12 refer to individual level approval.





Prior to any subsidiary pursuing Internet access or other online service providers, it must receive approval from the Corporate IT Director.  Planning sessions will be established to determine the most feasible way to implement online access.


No company will be able to apply for any IP (Internet protocol) addresses without approval from the Corporate IT Director.


If your company wants to set up its own home page on the WWW for advertising purposes, the same approval steps must be followed.  In addition, the Legal department needs to get involved to ensure what is published on the Internet meets with its approval.  Cost justifications should also be supplied to indicate the benefits related to setting up a home page on the Web.  Since home pages can be set up in a multitude of ways, the Corporate IT department needs to approve the methodology.


The request for access to the Internet will need to be submitted using the attached “Internet Access Approval Form”.  If you have any questions regarding this form, please call.


An employee must provide written justification of why he/she needs access.  The following topics should be part of the justification.  List specific information that will be accessed.  Provide an estimate of how much time the employee will spend accessing this information.  Indicate the benefits that will be realized such as, time savings, cost savings etc.


This justification should demonstrate how access to critical business information can assist you in making important decisions on a daily basis.


It should be indicated if the person wanting access needs to have an E-mail address.  This will cost $12 per month (Bristol, Grundy) per E-mail user.  This will be the only cost that will be charged back to the department. 


The approval must first take place at the subsidiary level.  This needs to be approved by the head of the respective company.  


The Subsidiary President will pass on the request to the Director of Corporate Information Technology (Alec Palmer).  The best method of access will then be recommended by the IT Director.  


After all questions and issues are addressed, the IT Director will present the recommendation to the President of The United Company (Tom Fowlkes) for final approval.


Accessing online services or the Internet at work without approval will be in violation of this policy.


With the opportunity of accessing the Internet  also comes responsibility.  Therefore, it is important that all employees adhere to these procedures.


A summarized policy document will be provided for each person that receives approval for accessing the Internet.
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SECTION 5





INTERNET USE POLICY





I. General Use Policies:





Training will be provided by corporate staff to ensure people can get to their desired information as easily as possible.


Software approved for Internet access will be Netscape 2.0, Internet Explorer 2.0, and Enhanced Mosaic (part of Reflection software at corporate).  Other Internet software may be used upon approval.


America Online will be the company standard for predefined content providers, unless another service can be justified.


Access to the Internet is to be used strictly for business.


Deliberate access to or download of pornographic material is prohibited.


Internet E-mail is to be used expressly for business.


The United Company and its subsidiaries will cooperate fully with local, state or federal officials in any investigation concerning or relating to improper or illegal use of the Internet.


System administrator (Sprint) will not intentionally inspect the contents of electronic mail sent by a system user to an identified addressee or disclose such contents to other than the sender unless required to do so by law, or to investigate complaints regarding electronic mail which is alleged to contain defamatory, inaccurate, abusive, obscene, profane, sexually-oriented, threatening, offensive or illegal material.  (Sprint policies available upon request)


The Internet is an association of diverse communication and information networks.  It is possible that your staff may come across material of objectionable content, some of which you might find offensive.  The United Company takes a “no tolerance” approach to accessing such material.


The General Counsel and the Corporate Director of Information Technology shall establish administrative regulations for the use of the Internet.


Violation of company policy or administrative regulations governing use of the Internet may result in discipline.


The Director of Corporate IT and the Corporate Audit department may monitor or examine all system activities deemed appropriate to ensure proper use.  A user should not anticipate any expectation of privacy respecting his/her use of the Internet or E-mail.


The IT Director or someone who is delegated will provide employee training for proper use of the Internet.


The IT Director will have the authority to establish a retention schedule for cache and history files on individual PC’s to be used for audit purposes.


The United Company may suspend or revoke a system user's access to the Internet upon any violation of policy and/or administrative regulation.


Cost justification on changing from dial up to direct access is to be reviewed and approved by corporate.





II.  On-Line Conduct:





The individual in whose name a system account is issued is responsible at all times for its proper use. The Internet shall be used only for business purposes, consistent with The United Company’s mission and goals.  Personal use is strictly prohibited.


System users shall not submit, publish or display any knowingly inaccurate and/or objectionable material.


Internet users shall not promote any activity prohibited by company policy, state or federal law.


Transmission of material or software in violation of any company  policy, local, state or federal law is prohibited.


System users identifying any security problem must notify the Corporate IT Director immediately.


System users may not use another individual's system account without written permission from the user.


If the rules are violated, cancellation of user privileges may result, as well as other disciplinary actions.  


Such features as chat/Internet relay will not be allowed unless approved.


No user will download any files from the Internet without running a virus check on downloaded files.  Instructions will be provided to each user.


Copyrighted material may not be placed on the Internet without the author's permission.


System users may redistribute non-commercially, copyrighted programs only with the express permission of the owner or authorized person.  Such permission must be specified in the document or must be obtained directly from the author in accordance with applicable copyright laws.





III. Telephone/Membership/Other Charges:





The company assumes no responsibility or liability for any membership or phone charges including, but not limited to, long distance charges, per minute (unit) surcharges and/or equipment or line costs incurred by any home usage of the Internet providers or online services.


